[image: ]Hi,
Thank you for taking the time to stay and listen to the Online Safety session for parents and carers. Whether you were able to attend or not I wanted to share the main points from the session and links to some of resources that you will find useful when looking to discuss online safety with your children or reviewing the online environment that is being accessed at home.
Focus for the session: In real life you would protect your children….so why not protect them on the internet
[bookmark: _GoBack]Link to Where’s Klaus video https://www.youtube.com/watch?v=i4GKXsAOYZE
Online safety is classified into three areas of risk:
· Content: Being exposed to illegal, inappropriate or harmful material
· Contact: Being subjected to harmful online interactions with other users
· Conduct: Personal online behaviour that increases the likelihood of, or causes harm

What do we (teachers, parents and carers) need to do?
· [image: ]Build capacity for smart decision making…so children will make the right decisions when they are on their own and with their siblings and peers 
· Create a culture for sharing and discussing in a safe environment 
· Discuss what’s new 
· On line behaviour
· Keep up to date with ever changing technology (how many social networking sites have you heard of or do you use?  Do you know where there are child friendly alternatives)? Example KidsTube, SnapKidz)
Much of what our children learn about being online will come from their peers and other online users (examples including tutorials on youtube).  As soon as children begin to explore the online world; whether it be watching content online, using websites or having a social media presence it is important to take an interest in what they are doing.
Resources available to you online 
NSPCC – online safety what parents need to know.  Excellent starting point
[image: ]https://www.nspcc.org.uk/search/?query=online%20safety%3A%20what%20parents%20need%20to%20know%20
NSPCC – Online Safety 
· What children do online
· The risks and dangers of children being      online
· Staying safe on mobiles and tablets
https://www.nspcc.org.uk/search/?query=online%20safety%3A%20what%20parents%20need%20to%20know%20

Ensuring that your home is set up for all online users…no matter their age
[image: ]https://www.internetmatters.org/parental-controls/interactive-guide/ 
· Do you know about parental controls? 
· Have you set them?
· Are all users equal in your house?



[image: ]Things to consider - NSPCC
Educational resources – suitable for KS1 and lower KS2 (years 1 – 4) often used in school
ThinkUKnow – Hectors world https://www.thinkuknow.co.uk/5_7/
ThinkUKnow – Parents and Carers https://www.thinkuknow.co.uk/parents/
Childnet – Digiduck http://www.childnet.com/resources/digiducks-big-decision
Childnet – Smart Crew http://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew
Video: Jigsaw ‘Becky aged ten’ https://www.youtube.com/watch?v=_o8auwnJtqE
What is Cyber Bullying?
[image: ]Teaching young people to be kind online and see the internet as an extension of real life
Remember:
Teaching children to use the internet and other online environments (including games and apps) is like teaching road safety.  It’s about;
· Modelling safe behaviour
· Ensuring that children understand how to stay safe, are aware of the potential risks and know what to do if an incident occurs 
· Increasing independence at an appropriate time for each individual child
Just like roads, the online world will always pose an element of risk (that does not change, even for the most road safety conscious, accidents happen).  We as parents, carers and teachers are entrusted with ensuring that children have safe environments to operate in, are well educated about the risks of being online to themselves and others and that THEY ARE SMART DECISION MAKERS when it comes to being part of the online and digital world.
[image: ]If you require any additional support of information, please do not hesitate to contact me.
Rebecca Carey  	rebecca.carey@telford.gov.uk
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1. Have the conversation early and often

O s to help keep children safe on the internet and social networks
s A

2. Explore online together

Ask your child to You their favourite things to do online, and an 4. Set rules and agree boundaries

o

o

3. Know who your child is talking to online @

o

interest in what they do - just like you would offiine. °

5. Make sure that content is age-appropriate

Children don't think of people they've met online through social networking

: P e 6. Use parental controls to filter, restrict,
and online games as strangers, they're just online friends. O Sl e oal Lol sl o

Explain to your child that it's easy for people to lie about themselves online,

like their age, for example, because you have never met them. e e e D STy o

settings and reporting tools

It's useful to agree on some ground rules together. These will depend on
your child's age and what you feel is right for them, but you might want to
consider:

“the amount of time they can spend online

~sharing images and videos
“how to treat people online and not post anything they wouldn't say face-to-
You know your child best, so check that the websites, social networks and face.

games they're using are suitable for them.
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#DontSayDontSend
Always think before you post!

The cyber world is the real world
with real consequences, so make sure you always
consider the following points before you hit send.

Would you say it to someone’s face? No? Then don't say it in cyber space. Behind each
screen s a human being, how do you think your comments might make then feef?

1 feel good or different about it later? Social media comes with one golden rule,
don't post when you are angry. A spiit second of rage can have permanent consequences.

Why am | posting? Does your post really reflect your personality and values? Don't follow the
crowd or post just to gain attention, as you might not ike the response you get back

Can this be interpreted differently? Sarcasm and rony o not often transier well o a
short social media post or text. Think about how others may read it; could it be seen as offensive?

Am | being kind? Treat others with the res;
about yoursell, would it make you feel good?

 that you would fike to If you read it

Is it really private? Peopie often excuse offensive posts based on the idea that their page is
private. Facebook statistics suggest that the average young user has up to 300 online friends. This
private profile suddenly doesn't seem so private at all

Do | have permission? You might find that bad photograph of your friend amusing, but the
fikeiood i that they wil not. Don' share content that willmbarass or humilate someane.

‘Would I like me? If you were a stranger looking at your profile, what would you think? If most of
your posts are citical, unkind, offensive or negative, how do you think you are being perceived?

Is it legal? In the e

f the law, posting is publishing, just the same as if it was written in the
newspaper. Harassment, hate speech, threats of violence, ruining someone's reputation can all be
used as evidence in a legal case against you. Sharing sexualy explicit images of someone under 18
can also be a criminal offence, even if you are a minor yourselt
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6 easy steps to help keep your cl
online

Idren safe





